[image: Surrey logo (black)]
	Post Details
	Last Updated:       

	Faculty/Administrative/Service Department
	IT Services – Cyber Security

	Job Title
	Lead Security Analyst

	Job Family 
	Professional Services
	Job Level 
	6

	Responsible to
	Head of Cyber Operations

	Responsible for (Staff)
	Senior/Analyst‑level cyber security staff as assigned

	Job Purpose Statement 
The Lead Security Analyst is responsible for the day‑to‑day leadership and coordination of the organisation’s cyber security monitoring, detection, and incident response activities. Reporting to the Head of Cyber Operations, the role ensures that protective monitoring, threat intelligence, and vulnerability management services are delivered effectively, aligned to strategic objectives, and continuously improved to meet evolving threats.
The postholder acts as the senior technical authority within the operational security team, providing expert guidance, quality assurance, and mentoring to analysts. They will lead on complex investigations, develop and refine detection and response capabilities, and ensure that operational processes are efficient, repeatable, and measurable. The Lead Security Analyst plays a key role in safeguarding the organisation’s information assets, supporting compliance obligations, and maintaining a proactive security posture.


	
Key Responsibilities This document is not designed to be a list of all tasks undertaken but an outline record of the main responsibilities (5 to 8 maximum) 

	1. Lead the day‑to‑day operations of the cyber security monitoring and incident response function, ensuring timely detection, triage, and resolution of security events.

2. Act as the senior technical escalation point for complex or high‑impact incidents, providing expert analysis, containment strategies, and recovery guidance.

3. Develop and maintain SOC capabilities, including SIEM content, detection rules, playbooks, and automation, ensuring they remain effective against current and emerging threats.

4. Oversee vulnerability management activities, ensuring timely identification, assessment, and remediation of security weaknesses in collaboration with system owners.

5. Provide mentoring and skills development for security analysts, fostering a high‑performance, knowledge‑sharing culture within the team.

6. Ensure operational processes and documentation are maintained to a high standard, supporting audit, compliance, and continuous improvement objectives.

7. Collaborate with internal stakeholders and external partners (e.g., NCSC, law enforcement) to share intelligence, coordinate defences, and support organisational objectives.

8. Produce accurate, evidence‑based reporting on operational security metrics, incident trends, and risk exposure for the Head of Cyber Operations and governance bodies.
N.B. The above list is not exhaustive.

	All staff are expected to:
· Positively support equality of opportunity and equity of treatment to colleagues and students in accordance with the University of Surrey Equal Opportunities Policy.
· Work to achieve the aims of our Environmental Policy and promote awareness to colleagues and students. 
· Follow University/departmental policies and working practices in ensuring that no breaches of information security result from their actions.
· Ensure they are aware of and abide by all relevant University Regulations and Policies relevant to the role.
· Undertake such other duties within the scope of the post as may be requested by your Manager.
· Work supportively with colleagues, operating in a collegiate manner at all times.
Help maintain a safe working environment by:
· Attending training in Health and Safety requirements as necessary, both on appointment and as changes in duties and techniques demand.
· Following local codes of safe working practices and the University of Surrey Health and Safety Policy.

	Elements of the Role
This section outlines some of the key elements of the role, which allow this role to be evaluated within the University’s structure. It provides an overview of what is expected from the post holder in the day-to-day operation of the role.

	Planning and Organising 
· Plan and coordinate daily operational activities, ensuring resources are allocated effectively to meet monitoring, detection, and response priorities.

· Schedule and oversee vulnerability scans, threat hunting activities, and capability development initiatives.

	Problem Solving and Decision Making 
· Lead technical decision‑making during security incidents, balancing containment, eradication, and recovery with business continuity needs.

· Apply analytical skills to identify root causes, recommend mitigations, and prevent recurrence.

	Continuous Improvement 
· Drive enhancements to SOC tooling, detection logic, and incident response processes.

· Embed lessons learned from incidents into operational playbooks and training.


	Accountability 
· Accountable for the quality, timeliness, and effectiveness of operational security services.

· Ensure compliance with relevant standards, policies, and regulatory requirements.

	Dimensions of the role 

· Supervisory responsibility for a small team of analysts.

· Direct operational impact on the organisation’s ability to prevent, detect, and respond to cyber threats.

· Regular interaction with IT, risk, compliance, and external security partners.

	Supplementary Information 
· Remain knowledgeable and informed on the dynamic and changing threat landscape.  Engage with peers, locally and more broadly across the sector to share intelligence and threat actor behaviours, exchange views and learnings

	Person Specification This section describes the sum total of knowledge, experience & competence required by the post holder that is necessary for standard acceptable performance in carrying out this role.

	Qualifications and Professional Memberships
	

	Degree in Information Security, Computer Science, or related field, or equivalent experience.
	D

	Relevant professional certifications (e.g., CISSP, GIAC, CISM, CEH).
	E

	
	

	


Technical Competencies (Experience and Knowledge) This section contains the level of competency required to carry out the role (please refer to the Competency Framework for clarification where needed and the Job Matching Guidance).
	Essential/
Desirable
	Level
1-3

	Strategic and operational experience in a similar or related role.   
	E
	2

	Ability to convey technical information to a range of different audiences in a meaningful and unambiguous manner.
	E
	2

	Ability to juggle competing priorities in pressurised situations, remaining calm and exercising sound judgement.
	E
	2

	Proven track record in incident response, threat detection, and vulnerability management.
	E
	3

	Deep knowledge and understanding of a broad range of security controls frameworks
	E
	3

	Experience mentoring or leading technical team members
	E
	3

	Special Requirements: 
	Essential/
Desirable

	N/A
	N/A

	Core Competencies This section contains the level of competency required to carry out this role.  (Please refer to the competency framework for clarification where needed). n/a (not applicable) should be placed, where the competency is not a requirement of the grade.
	Level
1-3

	Communication
Adaptability / Flexibility
Customer/Client service and support
Planning and Organising
Continuous Improvement
Problem Solving and Decision Making Skills
Managing and Developing Performance
Creative and Analytical Thinking
Influencing, Persuasion and Negotiation Skills
Strategic Thinking & Leadership
	3
3
2
3
3
3
3
3
2
2

	This Job Purpose reflects the core activities of the post. As the Department/Faculty and the post holder develop, there will inevitably be some changes to the duties for which the post is responsible, and possibly to the emphasis of the post itself. The University expects that the post holder will recognise this and will adopt a flexible approach to work.  This could include undertaking relevant training where necessary. 

Should significant changes to the Job Purpose become necessary, the post holder will be consulted and the changes reflected in a revised Job Purpose.

	Organisational/Departmental Information & Key Relationships

	Background Information You should include a short statement on the background of the Faculty and/or the department in which the post holder will be operating. You may also wish to include any other useful information to an applicant e.g. why the project exists, what the strategy of the department is etc.
     

	Department Structure Chart Please highlight the post holder’s role by right clicking and selecting format shape, selecting solid fill and 2nd shade of blue in list. Boxes can be added/removed by right-clicking and selecting add shape or cut. Font should be Frutiger LT Std 45 Light (max font size 10).


	Relationships 

Internal
· Touch points with all aspects of university including students and staff due to the pervasive nature of the role and the subject matter.

External
· The role is expected to develop and maintain relationships with Service Providers and if needed sector regulators, government and support organisations, law enforcement, and the wider higher education sector.
· 




Director of Support and Operations 


Director of Cyber Security


Director of IT Programme and Project Delivery


Chief Infomation Officer
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